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What is it?
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Open-source compiler vulnerabilities
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https://www.cvedetails.com/vulnerability-list/vendor_id-72/product_id-960/GNU-GCC.html
https://www.cvedetails.com/vulnerability-list/vendor_id-13260/product_id-137468/Llvm-Llvm.html
https://wiki.c2.com/?TheKenThompsonHack

Semantics

Charles Averill (UTD) Compiler Security 4/10



Semantics

You have no idea! We need to describe, mathematically, how a
programming language works. Some groundwork:

"Store”: o - a function from variable names to values

"Typing context”: T' - a function from variable names to types

"Judgement”: (x,0,T") || o/, TV - "When the command z runs with
store o and typing context I', it results in a new program state
defined by the new store ¢’ and the new typing context I"

A B
(¢,0,T) | o/, T’

Judgements can have conditions:

"This judgement holds if some propositions A and B hold”
F'E5:int TV:=T[z:=int] o :=ocx:=0]
(int x = 5;,0,1) || o/, TV
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Simply-Typed Lambda Calculus Semantics

Static Semantics of A~

I'-n:int
'twv:I(v)

M= rnlke:n

'k (Avim.e):m =1

ke :r—1 |

I' ey = bool ' eg : bool

T'Feeg:7
T true : bool
't false : bool

I'Fe :int I'-ey:int
T'k ey aop eg:int

F'kFe:m+m

Ploy= ) be:

'k ey bop e : bool

I'+e :int I'Feo:int

I't ey emp eq : bool

The:m Threp:m
h(ere2) i xm
The:mxm i€ {1,2}
F'kFme:n;

Lk (): unit
The:7 i€ {1,2}

IFin" ™e:m + 7

i

I malbes: 7

I' - (case ¢ of iny(vy) —» ey | ing(ve) = e2): 7
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So What?
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Sort of...
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Reality
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Reality

For example, C semantics do not specify the order of operations between
addition and subtraction. Therefore, C compilers choose an order. But,
that means that the C semantics allow for more program behaviors than
the output assembly semantics. So how can the condition hold (it's
bidirectional!)?

Another example: if (5 < 3) printf("%d\n", 1 / 0);

The compiler can optimize out the unsafe division by zero because the
condition is trivially never true. So the division by zero might not throw a
compiler error. Therefore, if the source program can semantically "go
wrong,” the compiled program can still not "go wrong.”

Useful semantic equivalence states:

VBSC,B not wrong —
SyB < (Cl|B.
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